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1:anvinalav19i111IEJUILLIkIV15il1.; 

vinmtanlmoCim*-1141- utiuvia.tim 
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5-mar,Lb"ugifILuA'nwaalontdtiiin-155:,uun-miouirrANritmiDliit.) vlitJaNtivn.a 

6-1UlaiD4q5 	 41,9"/G1q5 1121,Qi51i1 	5zUtl 

glintililalricuLmio/iiu (Next Generation Firewall) LLU611  6) 41nnu b No) 

Lth4q1.1n5i Next Generation Firewall LtUti App,iance 

LU111:1/114 

6).'e 3JlialvtDL9ioItt..tiLfl5aliiu (Network interface) LLIJIJ mo/G)oo/m000 Base-T 

41ru-n4laj17aun-- 1 6) 	 Gigabit Ethernet SFP 

liD1 

6).611 

	

	 od-wiau 	SynFlood, UDP Flood, 

ICMPFIood, IP Address Spoofing, Port Scan, DoS or DDoS, Teardrop Attack, Land 

Attack, IPFragment, ICMP Fragment L'Z'hiG1141G1 

milniinilri-nina IP Address um', Service Portutv Network Address Translation 

(NAT) LI.dt PortAddressTranslation (PAT) 

013J150 Routingutt Static, Dynamic Routing i; 

G).b 	 HTTPS VISA SSH ik'n'tatinsni@Ei 

G3.0 olullmr-muar,eisnitiarLguoLor,F5- aaaunillTuu (Loggirwmonitoring)1LItiLLIAJ 

Syslog lAi 
011J15f1il41uo1LL191111.1 IPv;.) 1A.  

6).e 	 (I hroughput) 	 Gbps Lotlo15tn15 

Firewall a1fV1u7tJdlu ICSA Labs 

G-).&-)0 1Jt5t•RvI5n1win1Iv11sinJ (Throughput) 'u IPS laZaurri &00 Mbps LorlA5tn15 

1U5B11.110551'.. 1iu IPS ainvU-Roiti ICSA Labs 

6).G)G3 	 ( Throughput) 1Jaln15ll@lriun15Un1n ( ihreat Protection) 

.vto Mbps 

a.63lD 11L5t i1Y15f11YVf115Y1141u (I hroughput) 'TN IPSec VPN lAlllivaEJf171 C Gbps 

IPSec VPN Tunnel UVU Gateway-to-Gateway vii"oLriul.Alliliatin-ii •D,000 Tunnels 

IPSec 	 ICSA Labs 

6).cwri@,Iii.in-i5viiaini@wiaLriu (Concurrent Sessions) 	 G),&00,000 

nmilowia ILatlali'unmiJuivi@lvni (New Sessions)13:rt7@un- 1 cno,000 

via=3141Ci 

G).61 fifr)- .1013-.1150V11 SSL. VPN 	 (Throughput) tal SSL VPN 

11117aun-i1 I,c&o Mbps ibcp users uatUitniI 

SSL VPN v1fVfU m 1u ICSA Labs 

G).m&l.guni5i't5M.nvi5111.1PIL Antivirus 'qinvtnuliu ICSA 

ellil5nv1111uluAnbcurAID1 Virtual Firewall (Logical.Sy al System, Vi'rttha l  

Domain visa Security Context) lal...k.78EJ11-1 G)0 5z:tit 

G).6w1 ilflinierunIntti Wireless Controller lali'urnoial.piallnInl Access Point ViDE 

alts 411 
Cf7"-- 

• 



• iiim15tTiti) Port LW,t VLAN Mirroring Vli.'111.261,:liDt.,,i • 

DHCP option oiu bb, 

• ilfl-monnInlunlIvh Software-Defined Wan (SD-WAN) IIEfill'-aa@ti WAN SLA 

vim latency, jitter Lot, packet loss 

Q.me ii9n1Lieransoluf117751RTIOU Application VIIi17@urrl 6),000 Sitn15 

• .1781nUn151,41-)61 Web crm Categories 110::',91-11.1 URL 

6).lg6) INium514-11-ruLL'ut High Availability (HA) LLIJU Active/Active Lot Active/Passive loie  

6).l66 iiiin5014111,,ifitiv11%-in5t,'LLOOk (AC) /mho blDo Volts &o/bo Hz 

• On,11n;iii.ilmrwlyu FCC Part 6) Class A, VCCI, CE, C-lick, CB 	UL/cUL 

6).LD Ltuql.Inmiil'oOtin*J Leader 'HI Gartner Magic Quadrant for Enterprise Network 

Firewall loc.)G) 

G).t9& 	 cr, lomuutiL@nai'lAD15@mn&ItalrJoliv.J.ii 

qiii-nctinlrAitikcpcu (Lin Switch) Vt.110 	ti@s9 	C 

C.G) 1Yrrtgutn-151)Nlit11.1h7oLn--) Layer sri 	oSi Model 

• 0171:014111.11M511L IFEEols.6)d 	 IEEEolv.6)p, IEFEoln.6)q, IEEEEdol9.mx 

IEEEdolv.Glw, IEEEdolv.cri, IEEEols.cnu, IEEEdolD.cnx, IEEEdolusnz, IEEEolusnab, 

IEEEolv.criad 

aiu-no&wilLeluvr1Lni@linioul,il•thIgwiaa (Routing Protocal) Static Route Whi‘J`L.1 

@tillt7pu 

• crti@IAIELGi@TI1UtIlfll`tilEJ (Network Interface) oi4if 

6))6-)c) Gigabit Ethernet 6)0GBASE-T Copper Port 41147thiliDEJn-ih 6)0 

lo)6)c) Gigabit Ethernet SFPF 

cn) G) Gigabit Ethernet Management Port 41Intillitinflil ViDiG1 

Switching Capacity llat Forwarding Rate $islif 

6))Capacity in Millions of Packets per Second (ba_'-byte packets) 6)Lnl.ro mpps 

1D)Switching Capacity in Gigabits per Second ba'.0.0 Gbps 

lp.b 0-11.11505@li'un-ITtrh Stacking Vh.ii.70u'il 	units 

• 0-11_115EIVT1 VI AN ID loilaiUun-ii 	VLANs 

1 C . 011-115ETYT-1 VLAN LLtruoi^il 	MAC-based VLAN / Management VLAN / Guest 

VLAN / Unauthenticated VLAN 

01111105@li"U Jumbo frames Frame tino KB 

lv.mo 013T15f1Y7-1 Static route (IPvcii VaEhZau 	1,1.0t IP interfaces 1.9ThEi1.111,1@EJ IsVa 

lo.G)G) 011,1*-150Yil Link Aggregation Vla.i.t.70un--) 	Lotlui.Lviotn*Jo-Inuiliiu-nAE491 

YiEi91 Loterianwil GAD candidate ports 1, 	 ynamic 
. 	;1'.U.11 1'1 _ ....... 

ir.17 
‘Y.N@U1111DEJ 

.17 
IGMP vcdvlD/vGri snooping LLar, Storrn,Control ltliJ@ti'lli7DEJ 

• zi -anov°1 -1 SNMP version 61 , 	 ant RMON LtJuaillt7au 

lv.mb Hardware Queues lliti@b161 d Queues tfile11711.1 



b.6)c^1 allrilovii Class of Service 

ID.mc^1.m Port based 

01D.6) VLAN priority based 

1Pylvb IP precedence/type of service (ToS)/DSCP based 

tv.616. Differentiated Services (DiffServ) 

lo.6)Gii. classification and re-marking ACLs 

lo.md.b trusted QoS 

• ai1J15ovi.1 Rate limiting MAI Ingress politer; egress shaping and rate control; per 

VLAN, per port Lot and Row based 

RADIUS/TACACS+ 101' 

• ell1J15t1V1-1 DoS prevention 1$1' 

ID.IE)61 ii11.11501711 Congestion avoidance 

• ailinoviv-non-nqiinIttic,i-ruvnliliLLnu Web Browser Lot Telnet WiLtu 

0E1111 1@E 
v., 

'0.LEnT, qunuilo11.11501/11010,114 1 raceroute, single P management, SSFI, RADIUS, port 

mirroring, TFTP upgrade, DHCP client, SNTP, Xmodem upgrade, cable 

diagnostics, ping, syslog Lot Telnet client (SSH secure support) 

▪ iikcpt-LAYILLomeniuttEln-miilitrtialAmoia511.AJLflia.ditivIn-ti.N 

to.b& 5aa5L Mac Address 1A:}17@tifl")-1 be K Mac Address 

ID.bb o11J15n19,781,1a Log Filellq'tiLltru Syslog IALiì%0Ein1110E 

Iv.190 ?111.1150121.111.4VIL11WIpti IPvb10.1 

• q1imt-a$,:iun15'011.11m51..i FCC, CL, UL 11.011 CSA Li'iU@d-1117@b 

ItJLLI.JuLani1155u5als@lvInL1uNc.4671riv.e1 

611. qiinwlillalt-T.t.tilar.oliai'unlTinn (Intrusion Prevention System) i-rum.1 G) 

m.6-) Li)1.4qtln1L1.1 Next Generation Firewall wuti Appliance Mici-alltIrowaii-INi'114114 

10i1:1(111 

sn.1D ided@IIADIgiBI:01.11.1l9iirtilti (Network Interface) '.11.1U mo/G100/G-1000 Base 

T1@4 Lot'LLtru Gigabit Ethernet SFP 

oiN 

iltht:FIVBfliVin-151,5-14114 I hroughput) 	Firewall1Liisj@bn-il 	Gbps LLatU"i'Lni 

Firewall a1fNU7EJa1u ICSA Labs 

5E451.1fl11i1D1lidIfii'01.1614 (Concurrent Sessions) isal.iliBEJ J1 01,&oc.),0o0 n11 

LI.01",5@li'Uf115L;t181J91@l1A3-1 (New Sessions) 1111:1DE 	,00,0 n-IILtaLracia 

111.151-,RviSniyinlIvTiliu (Throughput) 'al IPS 11.ilaun7 boo Mbps 

5l.i5B11J1V15511.411L IPS il1milj-)u11% ICSA Labs 

. ..... 
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iiiilthb'nwin-nvilliu (Throughput) R1aJ IPSec VPN 	 Gbps 

IPSec VPN Tunnel LaYL Gateway to-Gateway YV5E1Jr71.4V1l1ittiain-ii t,000 Tunnels 

LLat'UiJin5Itsalltio5111diiu IPSec S1ny1t7FJl114 ICSA Labs 

01. v-0 11 F171111111J15f1Y11 SSL VPN 	 (Throughput) 1J 	SSL VPN 

Mbps 	 &oo users uor:V5i,m5 

i't5a111"IglIrld1111 SSI_ VPN winv1;7EJliu ICSA Labs 

emmovi'lliulljntgur-Jal Virtual Firewall (Logical System, Virtual System, Virtual 

Domain via Security Context)lalitiairri 6)0 SZ1UU 

iin1110-11.11cutiu Wireless Controller 5aJ5Un15LRla1JGlaaUn5n1 Access Point 

cnb 

611.010 ikilLitiln5tAtin15711 Software-Defined Wan (SD WAN)10Ehl5"7'W@IJ WAN SLA 

41111 Latency, Jitter um: Packet Loss Vi 

cri.com  ilwrIvaiLitill.ni5c15-Aelat Application Valit:aun-i-i G),000 

m.6-)b 5aJ5Un15vi1JiUllUU High Availability (HA) twu Active/Active u.ar. Active/Passive WI 

C11, G1611 zranwli.riviiiIrliPhmr:LtemAii (AC) lit4141 'DiSC, Volts &o/bo Hz 

q1imtlAo15v5 13..iiv5ru FCC Part 6-)& Class A, VCCI, CL, C-Tick, CB LLat UL/cUL 

cn.m& 

	

	 Leader 'Dal Gartner Magic Quadrant for Enterprise Network 

Firewall 

cr.Gib 

eitmnluni111,4Vinilvq1nw?J1t.: 

ce. qUnInAoCriti Log File 5::.1.11.1lFliatin 60_16'11 6) 	 101 

tiluqlJnwl Appliance vialJnwJF)alEilitviaiilloilrimyn.4 iilL1501f11.1711,1')11 

Lvc1E-mt-ti (Logs or Events) Chi-14ulugtinInIv'1Liiti AppliancestLat non-Appliances 

vtiL Firewall, Network Devices 	 5r,tu appliances5nA 

unr,5r,t 	 LtluciitE T41aEJ1J11aEJ cn 	 T41tJiramm1i141lf.18@fl1EJ1.$1 

TtilltI11 (format) tAtnr'f1.3i 

ii5r,vtin-lvrnI17.1zii@klatilD1.5EISton-anehlt@YrJakJacoLfiticilaarlml-n.4 MD& 

via SHA-cVSa~ln i1 

.411 -iilL1SOLIIIJ Log File lurthLtt Syslog 41810n5n:. trot: Router, Switch, Firewall, VPN 

tot Server 

011.1-novivi56)nlIqt1n5dxiiLL-IclyiL lit 1-PS um; CommandLineInterfaceuat SSH 

cc.& ii-11.115001.fdru logfile14"vpiN 

aliffcif•111;.11:08.rival 

logfile 	 vtiu LlowvtialvjuEALgnyiai:nLL 	 aiuvi.rtn 

afoosn.G) ts&bo) 

of.b m1,15nvi'in15ihIaliialja (Data Backup) lii61qt tiwi4dit.rtiDkiarriuuon vtiu Tape 

Via D V D %)11 External Storage Li.1141.4 

(tiventsper Secon 	ui-mrri-i (0,000 eps 
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Lilla,t1nInl Appliance 011.111t1AJI7III7ll2hlilM5@5iiti (Network Logging) 91.mitilA 

(Firewall) 

oc.6)0 irtiolLimximruuLmioliiu (Network Interface) tani 3)0/G)00/Q000 Base 

.G)G1 1.1 I lard Disk 91/11.571a1iiiat,n-i1 ce. TB 

7Jthti1v -61-rw4F51ni51r1u Log 	 sri,o00 Logs/Sec 

cf,.G)cn 011nIc1Lt1t l og 	 G)0 qt1n5n1 

enanInTI-AdDtliCid0 (Log Viewer) It.iltutiUl%i'lutiti Real-time LiarZauvAll 

(Historical) 

• olanwailJwaUmiuriuut 	 Website 

uar, Threat ilLi-ioiil.Auatjisr.Yat. 

ct'..G)b erun5n11,4T,Lolzutetiilni5LCiiaLkAILN UJalf1411V1G1G11UWaultlYif11Wi vtiu LijaC4 

LotuilSigt.atu email Vi 

• erarnooillsiumvinitialg log ilolul‘iivlue- 3n501.15vtL0i151L11ri. (custom report) 

Tin5e.lb15un-l5l,5asuric15111.talv1tAlU FCC, CE Lot UL 

cfr..6)c< 5Ut5tr1i.JF1tutrivalit:DIJM-1 m L iotiLLuuL@nami1.56.n@lvin -rtiasmScilliNviLiurral 

atmnl..un-15411,1"12inlIvtA'Ini5Titi 

ifiiiD46-1101111111 tuimlahlatirrii mo kVA '-lti-rta 	1f;14@1 

• 316-)A:111411-19i-mu@nlaill'atin-ii G,0kVA/kW 

G1 L1'1 	(I I N- 	, tviDo/boloAscc0 Vac 

• I:.41JLLIo-iulvAi (Input Voltage) l'alonax-ilovillitiloili..li- nswit4 GiG10 000 

ida1.4@611176L 

• 5@li\J11151411111c15thfl'ill.lil (Input Frequency) o-c'io Hz. 

hiloloitibAlAi (Output Voltage) LiJuatiu 6-) LIO m 01U (L+N+G), 

blsoiv‘no(Default)/lso Vac 

ISO e006-) t 	ISO 600G) 

CE, IEC blD00-6), IEC 

Lail.] On Site Server 571.117i,IlltiTtO@i;  



b. Vrt5tilla4riut,Fliatila (Next Generation Firewall) 	 411J11.1 e 1(01 

b.G) LtUqtJnIcl Firewall LLut Appliance vitIVi-ni5r,L.-;awai-T-iviitl-tuLarrirmilm-yai 

b.tv illialimr,tuLfliali-ta (Network Interface) i.tuti oo/G)oo/G-)000 Base-T 

b.sn "c12311SOrlitcrIEJk11.1,"Ifliti'tliEl (Access Point) viii.anci511L 	a/b/g/n 

iltAriiviaSsnrynwi-illu (Throughput) TO1 Firewall 	 eo Mbps uarl.gu 

Firewall ann ICSA Labs 
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